2\ R-sam
Risk & Compliance Assessments Module

IT Application Assessment Summary

Report Date: 01-15-2018




= R-sam

IT Application Assessment Summary for ScrumTraq 360
Generated on: 01-15-2018

Overview

The purpose of this report is to provide a high-level summary of the current risk and compliance posture for ScrumTraq 360 based on findings from completed
assessments, ad-hoc risks, incidents, and other risk factors.

ScrumTraq 360 Summary Criticality and Control Standards
IT Application N Criticality Types / Standard
pplication Name ScrumTraq 360 Criticality (Availability) Low (1)
Workflow State 5. Entering Plans — - -
o Criticality (Security) High (3)
Description This is a sample IT application
Overall Criticality High (3)
Areas Used By Customer Delivery, Customer Relations
Overall Questionnaire Score: Questionnaire in Scope
The following table presents the questionnaire determined to be in scope based
1 48 on the classification assessment for ScrumTraq 360
ScrumTraq 360 0
ScrumTraq 360 - Application Controls - Full 148
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Compliance by Domain Type and Domains

Compliance by Domain Types

The following chart shows compliance percentage by domain type (e.g. ISO, NIST, GLBA, etc). The remaining charts in this section will show detailed compliance
percentages by specific domains within each domain type.
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Compliance by Domain : 201 CMR 17
The following chart shows compliance percentage for individual domains within the 201 CMR 17 domain type.

17.04: (8) Education and training of employees

17.04: (6) Firewall protection and operating system security patches
17.04: (5) Encryption of Mobile Devices

17.04: (3) Encryption

17.04: (2) Secure access control measures

17.04: (1) Secure user authentication protocols
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Compliance by Domain : COSO
The following chart shows compliance percentage for individual domains within the COSO domain type.

Information and Communication
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Compliance by Domain : FERPA
The following chart shows compliance percentage for individual domains within the FERPA domain type.
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Compliance by Domain : FFIEC Detail
The following chart shows compliance percentage for individual domains within the FFIEC Detail domain type.

I1.C.4-Control Implementation
I1.C.19-Encryption
I1.C.15(a)-Operating System Access
I1.C.10(d)-Patch Management
I1.C.10(c)-Standard Builds

I1.B-Responsibility and Accountability
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Compliance by Domain : GLBA
The following chart shows compliance percentage for individual domains within the GLBA domain type.

ITI-C (3) Regularly Test InfoSec Program
ITI-C (2) Training

ITI-C (1f) Monitoring Systems and Procedures
ITI-C (1e) Personnel Security

ITI-C (1d) InfoSec Change Management

ITI-C (1c) Encryption

ITI-C (1b) Physical Access Restrictions

III-C (1a) System Access Controls

IT Information Security Program 25%
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Compliance by Domain : HIPAA HITECH
The following chart shows compliance percentage for individual domains within the HIPAA HITECH domain type.

Minimum Necessary

Individual Rights
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Compliance by Domain : HIPAA Security
The following chart shows compliance percentage for individual domains within the HIPAA Security domain type.

312.e.2.ii: Encryption (A)

312.c.1: Integrity

312.b: Audit controls

312.a.2.iv: Encryption and decryption (A)
312.a.2.iii: Automatic logoff (A)

312.a.2.ii: Emergency access procedure (R)
312.a.2.i: Unique user identification (R)

312.a.1: Access control

310.a.2.iii: Access control & validation procs (A)
308.a.7.ii.D: Testing and revision procedures (A)
308.a.7.ii.C: Emergency mode operation plan (R)
308.a.7.ii.B: Disaster recovery plan (R)
308.a.7.ii.A: Data backup plan (R)

308.a.5.ii.D: Password management (A)
308.a.5.ii.C: Log-in monitoring (A)

308.a.5.ii.B: Protection from malicious software (A)
308.a.3.ii.C: Termination procedures (A)
308.a.1.ii.D: System activity review (R)
308.a.1.ii.B: Risk management (R)
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Compliance by Domain : HITRUST - Controls
The following chart shows compliance percentage for individual domains within the HITRUST - Controls domain type.

10.i Protection of System Test Data

10.h Control of Operational Software

06.h Technical Compliance Checking

01.r Password Management System

01.p Secure Log-on Procedures

01.I Remote Diagnostic and Configuration Port Protection
01.i Policy on the Use of Network Services

01.e Review of User Access Rights

01.d User Password Management

01.c Privilege Management
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Compliance by Domain : NIST 800-26
The following chart shows compliance percentage for individual domains within the NIST 800-26 domain type.

16 Logical Access Controls

15 Identification & Authentication

13 Security awareness, Training & Education
12 Documentation

11 Data Integrity

10 Hardware & System Software Maintenance
09 Contingency Planning

08 Production, Input/Output Controls

06 Personnel Security

05 System Security Plan
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Compliance by Domain : PCI
The following chart shows compliance percentage for individual domains within the PCI domain type.

09 Restrict physical access

07 Restrict access to data

10 Track and monitor all access

06 Secure Systems and Applications

05 Regularly update anti-virus software

04 Encrypt transmission of cardholder data

02 Do not use vendor-supplied defaults
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Compliance by Domain : SOX-IT
The following chart shows compliance percentage for individual domains within the SOX-IT domain type.
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Summary of Risk Factors

The following table provides a summary of open questionnaire findings, ad-hoc risks, and incidents associated with ScrumTraq 360

Risk Factor Type m Total Universal Severity Highest Universal Severity Highest Alert Status

Open Questionnaire Finding 3. Medium

1. Normal
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Questionnaire Findings Burn-Down: Target vs. Actual

The following chart shows the targeted vs. actual “burn-down” of universal severity through the remediation of questionnaire findings. The “target” line shows the total
universal severity of questionnaire findings expected to be open month-over-month based on the specified Required Closure Date. The “actual” line shows the total
universal severity for questionnaire findings that are were still open in the displayed month, regardless of the Required Closure Date.

Questionnaire Findings Burn-Down: Target vs. Actual
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Questionnaire Findings Burn-Down: Target by Domain

The following chart shows the targeted “burn-down” rate broken out by individual domain types.

Questionnaire Findings Burn-Down: Target by Domain Type
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Total Count of Questionnaire Finding by Workflow State

The following chart provides total count of Questionnaire Finding by
workflow state.
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Total Universal Severity of Questionnaire Finding by Workflow State

The following chart provides total universal severity for Questionnaire

Finding by workflow state.

Total Universal Severity by Workflow State
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